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From the company that created healthcare single sign-on comes expreSSO™: the next generation
single sign-on (SSO) solution developed exclusively for healthcare. expreSSO leverages key elements
of Sentillion’s proven, fault-tolerant architecture coupled with innovative technology to deliver a
streamlined solution that is easy to install and simple to administer. Healthcare organizations can
deploy expreSSO in a matter of days through an extremely cost-effective, low-risk, enterprise-capable
package.

expreSSO improves productivity by making single sign-on virtually transparent within existing clinical
workflows.The result is easy compliance with best practices for safeguarding sensitive patient data cou-
pled with satisfied physicians and nurses, as the barriers to rapidly accessing clinical systems are
removed.

expreSSO feature highlights include:

For Caregivers

Expedited Clinical Workflows on Personal and Shared Workstations

* Use of single set of credentials with automated sign in to underlying applications enables quick and
secure access to patient data

* Intelligent agent technology automatically senses when applications are launched resulting in an
intuitive and seamless experience for end users

* Enables single sign on and graceful single sign off in seconds rather than minutes for shared
workstations

* Seamlessly accommodates a clinical application’s requirement for re-authentication, streamlining
tasks such as ordering and administering medications, signing clinical documentation, etc. To
re-authenticate the physician or nurse provides the same enterprise credentials used for SSO,
such as a password, fingerprint, etc.*

* Secure self-service Active Directory password reset - accessible even from a locked shared
workstation - eliminates help desk calls

* Automated logoffs help protect against unauthorized access to patient data and ensure
unattended workstations are not left susceptible to “tail gating” use

» Seamless, easy-to-use solution enables best security practices

*Requires customization of the application connector. Requires expreSSO 2.0.
For IT

Simple Installation
* expreSSO Vaults are ready for set-up, requiring only power and a network feed
* Quick-start wizard expedites system set-up
* Automatic download of centrally-administered SSO configuration data to workstations across
the enterprise
* Automatic import of user identities from the enterprise directory along with automated
application password learning enable rapid deployment

Streamlined Administration
* Automated user identity management via ongoing synchronization with Microsoft Active
Directory (AD)
* Easy-to-use centralized system administration with automatic event notification
* Plug-and-play automated SSO user account management via Sentillion’s proVision™
* Published interface for automated SSO user account management for integration with third-party
provisioning systems

Ease of Application Integration
* Unique point-and-click wizard for generating application connectors, with each connector’s
capabilities presented as a series of interactive animations easily configured to meet the specific
needs of the target application
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* Sophisticated support for connecting to Windows, web, and terminal applications
» Seamless support for Integrated Windows Authentication applications on both personal and shared workstations
* Extensive support for Citrix/VWTS hosted applications and Citrix published desktops

Enterprise Authentication / Strong Authentication
* Leverages existing enterprise directory for authentication (i.e., Active Directory , Novell eDir)
* Sentillion’s Tap and Go leverages existing passive proximity badges and enables organizations to automatically adjust the type of authenti-
cation required during the course of the work day
* Built-in support for strong authentication including fingerprint biometrics, active or passive proximity and combinations of these
technologies
* Secure self-service Active Directory password reset - accessible even from a locked shared workstation - eliminates help desk calls

Comprehensive Auditing and Reporting
* Centralized SSO audit log with built-in reporting
* Ability to export report data for post-processing
* Fully documented SQL schema for generating custom reports

Scaling and High Availability Features
* Proven appliance-based architecture provides five nines (99.999%) uptime
* Platform capable of supporting and maintaining more than 100,000 users
* Scalable from departmental to enterprise-wide to national deployments
* Disaster recovery-ready for multi-site active/active or active/passive deployments

Service and Support
* Array of fixed-fee services and support options to meet the specific needs of each organization
* 24x7x365 support available
* Membership in IIMPOWER online identity and access management community

About Sentillion

Since 1998, Sentillion has been revolutionizing healthcare IT with award winning, industry recognized identity and access management
technology. Sentillion has successfully combined patented technology with a deep understanding of the healthcare industry to deliver the most
comprehensive set of solutions for single sign-on, identity management, clinical workstations and desktop virtualization. Recognized as the
number one single sign-on (SSO) vendor in the KLAS Top 20: 2008 Year-End Report, Sentillion is the only identity and access management
company whose solutions are used daily by over 400,000 caregivers in leading healthcare organizations across North America and Europe.
Sentillion is a privately held company headquartered in Andover, Mass. For more information, visit Sentillion at www.sentillion.com.
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