


OctetString’s VDE Directory Suite provides Internet and industry standard LDAP and XML views of existing enterprise

identity information,without synchronizing or moving data from its native locations.This accelerates the deployment

of applications and reduces costs by eliminating the need to constantly adapt those applications to a changing

identity landscape as user populations are added, changed, or removed.

• Return on Investment often on the first project

• Identity joining and federation

• Deploys in days, not months

• Real-time, dynamic data – not batch synchronization

• Non-invasive/Politics Friendly - no changes to applications or directories

• Extends value of existing directory and meta-directory infrastructure

• LDAP and DSML compliant

Applications configured to connect to VDE use this federated view of identity information to make critical authentication

and authorization decisions. To the applications, including off-the-shelf policy servers, single sign-on products, and

portals,VDE is simply another standards-based directory.

VDE leverages the inherent capabilities of existing relational databases and directory servers to provide advanced

scalability,reliability and performance to the end user.Additionally,VDE adds automatic connection pooling, load balancing,

and failover support to improve the overall performance,scalability, and reliability of your identity and security services.

REAL-TIME IDENTITY CONSOLIDATION

OctetString’s VDE Suite accesses identity information where it lives and presents a unified view in real-time.The VDE

installation process walks you through setting up access to databases, directories, and other identity services. Once

configured, connected identity repositories are presented to applications via LDAP or XML in a dynamic view that can

be customized, secured, and enhanced at any point through configuration of the VDE product.

ON-THE-FLY ACCESS TO EXISTING IDENTITY INFORMATION



VDE Suite can do more than simply present a consolidated view of different users in different user repositories. It can

join together different parts of the same user from multiple repositories. If a user exists primarily in an LDAP directory,

but departmental information used for authorization is contained in a database,VDE can join this information together

in real time and present it as a single entry to a requesting application, such as a portal.

EXTENSIBLE JOIN VIEWS

Out-of-the-box, VDE allows entries and records in one repository to be associated with one or more entries from

other repositories.VDE includes 3 types of joiners:

Simple Joiner: provides the ability to join data from two adapters based on a simple join relationship.

One-to-Many Joiner: functions similarly to the Simple Joiner and is optimized to consolidate multiple

role objects or identities into one virtual entry.

Shadow Joiner: enables applications to have their own localized attributes instead of being limited to

corporate enterprise directory schema.

VDE’s join capabilities are completely extensible and allow administrators to create custom joins. Join views can even

be nested, such that one join depends on another, giving enterprises tremendous flexibility in creating the right view

for the right applications.All of this happens with the performance required by Fortune 500 enterprises and government

agencies, many of whom are already using OctetString’s VDE Suite.



• provide portal, business process automation, and single sign-on product access to users in multiple directories

• present a single view of users, groups, and policies that exist in different locations

• provide an LDAP representation of users in a database

• connect shared applications seamlessly with repositories of users that are outside the  organization

• enable applications to leverage enterprise directory infrastructures that meta-directory solutions have created

• provide an easy way to accommodate application-specific attributes without schema changes to enterprise directories

• provide applications with the directory “views” they expect without changing either the applications or
the directories

• control what directory attributes are exposed to what applications

• ensure reliable and predictable directory services performance and availability to all users throughout the enterprise

Directory Federation VDE supports all of the advanced directory federation capabilities found in

OctetString’s Directory Federator Express (DFE) product.This means that VDE can provide the same advanced query

routing and data transformation available in DFE, but with the added benefit of being able to federate both database

and directory information. This gives applications the ability to access different identity repositories for different

business units or organizations regardless of whether those identities are stored in databases or directories.

Application Data Storage Many applications place new requirements on directory services.These

new requirements, including schema, security, and other changes, can be difficult to manage and often requires

the creation of new directories for each application.VDE eliminates this requirement through the use of Shadow

Join technology, which allows enterprise and application information to be physically separated, yet logically

presented to the application as a single source of information.This accelerates new application deployment while

sharply reducing directory management overhead.

Advanced Database Access VDE 2.0 gives administrators the ability to present relational databases

as hierarchical entries assigned to new or existing object classes. VDE manages all data transformation, including

proper character set encoding for international data between the  database and directory worlds.Applications can

both read and write to databases through VDE.Additionally,with the freely available and open-source OctetString JDBC-

LDAP Bridge, applications that are database-aware may even use SQL to access identity information locked away

in their LDAP directory environments.

Fault Tolerance and Load Balancing VDE servers can be flexibly deployed in virtually any fault-

tolerant configuration. Configuration files can be shared allowing for rapid startup of new VDE servers when fault

or load conditions demand it, or combined with round-robin DNS, redirector, or cluster technology, to provide a

complete fault-tolerant solution. If local data storage (optional) is used, it can even be replicated where necessary.

USE THE VDE SUITE TO:



K E Y  B U S I N E S S  F E AT U R E S  &  B E N E F I T S

Reduces administrative cost, improves security and reduces
risk of security breaches: eliminates issues with updates from

duplication, synchronization and replication; data is up-to-date and

consistent throughout the organization

Extends e-business and e-commerce applications quickly:
supports enterprise directory applications and legacy data right

out-of-the-box; secure accurate data access is available for

corporate resources, suppliers and customers

Ubiquitous access to information: software is fully LDAPv3 and

DSML compliant and is Java-based; works with most applications

and is compatible with many directory products and tools

Enhances application performance: for disparate directory

solutions,VDE provides faster processing times than a meta-directory

solution and is less expensive; it creates the infrastructure required

to add PKI and Policy technologies to applications

Low cost of implementation: less expensive to implement than

a custom or meta-directory based solution

K E Y  V D E  F E AT U R E S  &  B E N E F I T S

Advanced join technology: allows users and groups to be

constructed from information in multiple repositories

Directory federation: allows a unified view of multiple identity

repositories

Database access: presents relational database information as

hierarchical directory entries

Directory firewall:  provides firewall-like security for directory

assets,protecting key directories from attacks and unauthenticated users

Source directory failover & load-balancing: supports automatic

failover and load-balancing for source directories with multiple replicas

Namespace and schema translation: VDE is unique in its ability to

normalize schema and merge namespaces in a form optimized for a

particular application or infrastructure requirement

Platform independence: VDE is 100% Java and is certified on a

wide variety of hardware and operating systems

Scalability: VDE’s multi-threaded architecture allows it to query

many partner directories on-the-fly,providing quick response to queries

spanning multiple proxied directories

Web gateway:VDE includes a DSML/XSLT-based gateway that allows

the construction of custom reporting and directory information

administration solutions

H O W  I T  W O R K S

The LDAP front end and Web Gateway,the VDE engine and the adapters make up the VDE Suite. VDE's flexible core engine allows an administrator

to define complex transformation rules that dynamically change data from its form in the original source repository to forms required by multiple

different client applications. When an Adapter is configured to access one or more data sources, requests to different parts of the hierarchical

directory tree are automatically routed to the server containing authoritative information. Configuration of each source can be done such that

their connectivity and security can be maintained and enhanced.
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S Y S T E M  R E Q U I R E M E N T S

One of the following Operating Systems:

• Solaris 2.6, 2.7, 8, 9    • RedHat Linux 6.2, 7.0, 8.0   • HP-UX 11   • AIX 4.3 – 5.2   • Other Java Compatible Systems 

• Windows NT 4.0 SP 6    • Windows 2000 SP3 • Windows 2003 Server

Minimum 32 MB RAM and 90 MB of disk space to load software and Java Virtual Machine

A free 30-day trial of OctetString’s VDE Software is now available.
Register online for your copy at www.octetstring.com

A B O U T  O C T E T S T R I N G

OctetString provides directory middleware for real-time federation of information in directories,

databases and other information sources.This provides customers with seamless access to the

complete and current information required for successful deployment of secure web services and

network applications by leveraging existing investments in infrastructure. Customers include

leading commercial,education,and government institutions. For more information and a free trial

download of OctetString products,visit the OctetString Web site at www.octetstring.com or contact

the company toll-free in North America at 866 868-8882, or Internationally at +1 847 358-9358.


